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Legacy Binaries Need Help

Source code or
toolchain has been lost

Microsoft patched
CVE-2017-11882 in
Equation Editor

Binary Rewriting to
patch, reoptimize,
INnstrument, or harden
binaries




Limitations of Stafic Rewriting

5 challenges for static binary rewriting
Code vs Data Separation
Indirect Control Flow Resolution
lll-formed Code
Obfuscation
External Entry Points

Static approaches use heuristics since they can’t solve these
challenges in a principled way

Produce rewritten binaries with poor performance, especially
with instrumentation

Require re-implementing well known analyses within every
framework
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BiInRec Framework

Highlights
+ Lift binaries to LLVM IR
*  Enable off-the-shelf compiler transformations

« Safe Stack, ASAN, Optimizations, De-
obfuscation, CFl

DYNAMIC TRACE RECOMPILATION

- COMPILER ANALYSIS
- SECURITY HARDENING

s2e [9] NSTRUMENTATION « Lift and run all C/C++ benchmarks in SPEC
T CINT 2006

! DYNAMIC TRACE

! i LLWMIR . o .ng omng
j’-l + Better performing than existing lifting
| : frameworks

e - Rev.ng[13] : 2.25x (static linked)

*  Multiverse[7] :1.60x (w/o instrumentation)
«  McSemalé] : >2x (only 4 binaries)

 BinRec :1.29x



Leveraging Dynamic Traces to

Overcome Static Rewriting
Challenges




Code vs Data

A statically unsolvable problem (Horspool and Marovac [3])

Solution:

Copy of original program in case of inlined code and data as in
prior work [10,11]

Dynamically observe the use of ambiguous values
Never accidentally disassemble data as code.

libjpeg example [12]



Code vs Data Iin libjpeg

void callback_func(j_common_ptr cinfo) {

1

g \ printf("."); McSema mis-handles this case!
4

5 int main (int argc, char «~argv) {

6 struct jpeg_decompress_struct info; //ipeg info

7 struct jpeg_progress_mgr progress; | Callbackfunctionis stored in
8 a struct

9 // After some initialization code 1(/

10 progress.progress_monitor = callback_func;

11 progress.pass_limit = 0x8048860 ;«_| Constant is same as address of
12 progress.pass_counter = OL; callback function

13

14 info.progress = &progress;

15 jpeg_start_decompress( &info );

16

17 char «data = (char «) malloc(dataSize);

18 readData(info, data);

19

20 }
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11 progress.pass_limit = 0x8048860 ;«—_| Constant is same as address of
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16
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19
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Indirect Control Flow

Static approaches use heuristics with value set analysis

BinRec records the exact target addresses of each indirect
control flow

ret %pc = load i32, i32* @PC
—> switch %pc, label %otherwise
Traces observed. o [ 132 &A, label %BasicBlock A
ret to A ' 132 &B, label %Basicblock B ]
retto B

11



External Entry Points: Callbacks

Binary Code

| Callback function

inf compare( const void* a, const void* b ) {  Library Code

void gsort(void *base,

} size_t nel,
size_t width,
int main() { int (*compar)(const void *,
intarr[] =¢{5,3. 1, -1}; { const void %))

int size = sizeof arr / sizeof *arr;, e
gsort( arr, size, sizeof(int), e

compare); e
} compare(argl, arg2);

Passed to gsort function }

gsort invokes callback function

12



Support for External Entry Points

Problem: The callback function pointer still points
to the original callback function

Library Code

void gsort(void *base,
size_t nel,
size_t width,
int (*compar)(const void *,
Recovered Code const void *))

int compare_recovered( .... ) { {

2 | compare(argl, arg2);

int main_recovered() {

} gsort invokes original callback function

gsort( ...., compare); 1

}

13



Support for External Entry Points

Problem: The callback function pointer still points
to the original callback function

Library Code

void gsort(void *base,
size_t nel,
size_t width,
int (*compar)(const void *,
Recovered Code const void *))

int compare_recovered( .... ) { {

int main_recovered() { compcre(arg] 0r92)'

N

gsort invokes original callback function

gsort( ...., compare); 1

}

14



Support for External Entry Points

Option 1: statically link library code into the analysis region
Problem: High memory usage

Option 2: update code pointers
Problem: Heuristics fail

Option 3: create a lookup table
Problem: Performance degradation



Support for External Entry Points

Our Dynamic Approach
Original Code Region Use original address space as
trampolines

compare: jmp compare_recovered

3.

Recovered Code

int compare_recovered( .... ) {

- 4

int main_recovered() {

1.

) No need for
arguments patching!

gsort( ...., compare);

Library Code

void gsort(void *base,
size_t nel,
size_t width,
int (*compar)(const void *,

const void *))

compare(argl, arg2);

16



BinRec Architected for Coverage

Dynamic Lifting Engine Canonicalization Lowering
LLVM IR Trace, Metadata LLVM IR LLVM L
Metadata . . Module Transformations
] Deinstrumentation  pr—————p Optimizations I
r '
Parallel LLVM
Tracers Compiler
} Y
] ﬁ »| ELF Sticher

[ Input Binary J
A
e—
.
Inputs [Recovered Binary]

Coverage for Dynamic Analysis

Dynamic lifting engine efficiently covers paths of interest

Installed handlers provides recovery and iterative improvement

17
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BinRec Architected for Coverage

Dynamic Lifting Engine Canonicalization Lowering
LLVM IR Trace, Metadata LLVM IR LLVM L
Metadata . . Module Transformations
] Deinstrumentation  pr——s——— Optimizations I
r '
Parallel LLVM
Tracers Compiler
) K .

[ Input Binary J »| ELF Sticher
A
e—
»
Inputs [Recovered Binary]

Coverage for Dynamic Analysis

Dynamic lifting engine efficiently covers paths of interest
Installed handlers provides recovery and iterative improvement
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Multi-Trace Merging

Drive execution - Trusted inputs, fuzzing, concolic execution

Build CFG - Merge basic block boundaries, control flow edges

Parallel Tracer

Input1

‘_J

Input2

Input3

MR

— o

Trace
Merge

., T o

20



Configurable Pass Miss Handlers

Path Miss ;= instructions needed for the current workload were
not observed in the initial liffing

Path Miss Handlers are installed in every conftrol flow fransfer
Optimized Out
Report and Log
Fallback
Incremental Liftfing

21



Path Miss Handler:

Incremental Liffing

Use logged ‘path misses’ as points to restart lifting

Dynamic Lifting Engine Canonicalization Lowering

e

LLVM IR, LLVM I
Metadata Module Transformations

LLVM IR Trace, Metadata

- Deinstrumentation  fr————— Optimizations -'j
[rEppe————  essssssssses
) I_ —— -
|}
Parallel ! LLVM
Tracers : : Compiler
i ' Y

A AT
) A A 2 »| ELF sticher

Input Binary :
Driving ......................................... E v
Inputs . [Crash Address (optional incremental lifting) [IR - rYIJ
R e N r e s tiisssisssissssissssssssisssiecesssetisssisessseesessssessesssssssssses ecovere ina
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Incremental Liffing of Bzip?2
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BiInRec vs Static Rewriters

1.29x

1.60x

2.25x
0.83x 0.76x 0.77x 0.95x
2.31x 2.84x 3.43x 2.07x

Static approaches are less precise
More possible behaviors -> less optimization is possible

Dynamic lifting has a one-time cost (~450x on SPEC)

_ SPECIntGeomean |00 03

Mcsema  [RE 3205
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Now we can have nice things!

LLVM IR + dynamic linking support ==

No need to rewrite transformations



Address Sanitizer in BInRec

ASAN: A memory access violation finding tool available in LLVM
Works with off the shelf ASAN no modifications on binaries

All memory accesses are insfrumented

Heap allocations are insfrumented

No stack variable symbolization -> stack allocations are not
instrumented by ASAN

ASAN runtime library links and reports violations

Usual slab layout:

Metadata | Object Object ... Object
Slab layout with ASan:
T oiec |EREENH (1

27



Obfuscation and lll-formed Code

Unaligned / Overlapping Instructions Virtualization

" <——— Pointer Width ————>

_____ @ InE AL BE EF CA FE BA BE De-Ref(®) = Oxbeefcafebabedead
@ | pE AD BE EF CA FE BA BE De-Ref(®) = Oxbabedeadbeefcafe
® |pEAD BR.EF CA FE BA BE De-Ref(®) = Oxefcafebabedeadbe

@ DE AD BE EF CA FE BA BE De-Ref(®) = Oxdeadbeefcafebabe

® | pE AD BE EF CA=FE BA BE De-Ref(®) = Oxfebabedeadbeefca

[15]

Packing Code Encryption

packed.exe
= Encrypt Text
original.exe et Cota Paasali)
Ciypto Parametess:  CoyptoParams v CryptoKey: Ciptckey v Genesate Cryplo Params
Source Text Enciypted Test
namespace EncryptedCode ( -~ ZY4GHWeCHIZU1SBRqvipT GhT gaiRBlodZvZlModd A
€3hGEONX] KN ohhahEd 56l daswcHy2)G SNGWmeK vH37b
PEMA QBT QEFSHAJ YL cpull 40eSNPHcDawY e ThbG AW
P‘cked public class _EncryptedRurnes : IEncryptedRunner | cZybpNBhORCc7T2ATGMRAYUTDIS gV QK ige
Original piivate stirg lsLabelT et = “Test hat baer Save o fle QTOACYBern? 1 gNvZEYY RrmBAnMxddDeL
| deeXMAGY ONIGIFEZAZK.e0 oE ik Z3aANCC2XIXE ECnTol
public _EncryptecRunned) To Clipboard qG g1 GLEISABSL7PTUFBIMY /+8LWHbHRpsKwF a5e2Tkf

Executable

WiDFAbEH 30580 yW osdUSdnG Sgudnf tznYF kDI )
QSESQMRWCAENVIE AW HD 2k qdR A of8 Dm/BdZ 3 Hpe)

i H
Packing L5Y +wO0ZoCCY miteNACHAme D e R4S astmO cliwerF
Aondthm public _EnceyptedRunnedint albersion) PPN wh/JdcICS SeliabE5:ZT SPBUbyipeE G hRLadB0d
g { MAKGGOKRCT OCGN G877 ERIbHbCY wyCh1 BEUAH Sm
) NGGPZYDZ08nEHTKICYNETGIP0 TwbreZnvE 20tk ookt
Qiz+toLtmA0cKdagTbT HLweVadn I T5/2522Wi+AzniiCDd

publc thring LabelT ext S0 50028 24 ot T0Pn2aF MydD o2 ek het Do+ Sk22y5 G
{ HIYoFDYNIMunSM23n/ZEWxT oGhcb#feNwicUMefM /d4E
ot 2PNVL2pF PRZ2UCBH XY O mFutM AZ0nv7mE BLESK cLVI
i kKRN W1+ M TMbinthe 80 YNGRV Ze 2NN AT v+ L/ s
reduen kLabelT et BOXAOL pail LSHAC G/ cMogll GD THA 3% 02035033626 1
) QAERNUYWipM281 )0V 7 aeabidVQGngysT gaqIvCOSAG AW
I 1he/ TRA2UWTESE Ucios 30N B A4 A KD rdy/ s pomBS4qT Rt
[ 1 7] GiwydgvimhD il LySdw3E SUwwl<bupent UcliSt0p
kgRpdT 2RbZF gYivGlvopBOu30 daSiRgiaZzllie+53{

[16]
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Control-Flow Integrity in BiInRec

Only observed control flows are allowed
C -> G disallowed

Contexts are merged
Performance Vs Precision

Indirect CFT -> Direct CFT
Ret = switch %pc, label %error
[ 132 &D, label %BB D ]

BinCFI uses an address taken heuristic over-
approximation
BinRec is on average at least 25x more
restrictive than BinCFl

29



BinRec: Dynamic Binary Lifting

and Recompilation

First of its kind dynamic trace liffing and recompilation of
stripped binaries

Heuristic free and supports obfuscated code

Enables off-the-shelf transformations, which only existed for

source code

Low overhead (29%)

Dynamic Lifting Engine

Canonicalization Lowering

LLVM IR Trace, Metadata LLVM IR, LLVM L
Metadata . . Module
Deinstrumentation  jr—— Optimizations -'j
) |
[ g

Transformations

..... -
]
Parallel | : LLVM
Tracers v Tracer Compiler
|
]
. Y
I X S _
Input Binary J > s »| ELF Sticher
Driving :.......................................\. v
@ ;, Crash Address (optional incremental liting) [ Recovered Bma,y]
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