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Challenges in Existing TEEs
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Technical Contributions
q Keystone: Customizable RISC-V TEEs
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q Framework
ØExtensive benchmarking
ØReal-world applications
ØMulti-platform deployment

q Open-Source
ØFull-stack available
ØCommunity-driven efforts
ØTEE verification & research



Keystone Architecture and Trust Model
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Memory Isolation via RISC-V PMP
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Keystone Architecture and Trust Model
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What does Keystone Runtime Do?
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What does Keystone Runtime Do?
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What does Keystone Runtime Do?
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Memory Management in Keystone
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q Enclave self resource management (e.g., dynamic memory resizing)
q Various memory protection mechanisms

Intel SGX Komodo Keystone
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Various Memory Protection Mechanisms
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Evaluation
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q Security Analysis
ØKeystone enclave defends various adversary models

q Modularity Analysis
ØKeystone supports fine-grained and modular configuration

q Trusted Computing Base Analysis
ØVarious of real-world applications with a few thousands of LoC

q Performance Analysis
ØSecurity Monitor Overhead
ØRuntime Overhead
ØCost of Memory Protection Mechanisms
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q Security Analysis
ØKeystone enclave defends various adversary models

q Modularity Analysis
ØKeystone supports fine-grained and modular configuration

q Trusted Computing Base Analysis
ØVarious of real-world applications with less than thousands of LoC

q Performance Analysis
ØSecurity Monitor Overhead
ØRuntime Overhead
ØCost of Memory Protection Mechanisms

Please check our paper!



Runtime Overhead: Memory Management
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qTorch benchmark 
ØUnmodified NN inference

qInitialization overhead 
ØEnclave measurement (SHA3)
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qExecution overhead
ØMin -3.12% (LeNet)
ØMax 7.35% (DenseNet)

qDynamic memory resizing
ØNo noticeable overhead



Cost of Memory Protection Mechanisms
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Cost of Memory Protection Mechanisms
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Conclusion
q Introduced Keystone, a customizable framework for TEEs

q Modular design with fine-grained customizability

q Useful for building TEEs for different threat models, 

functionality, and performance requirements

q Keystone is fully open-source under BSD 3-Clause
Øhttps://keystone-enclave.org
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https://keystone-enclave.org/


Thank You!
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